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STEP 02 - 4y

O 2 -
Capacity: 59.51GB i0S 16.7.12
Phone Number: None A newer version of iPhone software is available (version
Serial Number: C39VQAXDJCLJ 16.7.16). To update your iPhone with the latest software,

ot 2l iTunes B¢ e
AH A
oo

1 i (=] I Backu
Finder / iTunesOi|A] O}0|ZS 0] HFH P
0." HHOd _
== Automatic Backup Manually Back Up and Restore
iCloud Manually back up your iPhone to this computer, or
Back up most of the important data on your iPhone restore a backup stored on this computer.
L i to iCloud. Back Up Now Restore Backup
H|3 H|SIH M = P
Encrypt local backup A3, HZEHS 88 = ® Tk Compumst

A full backup of your iPhone will be stored on this Latest Backup:
Back Up Now EEHS sk , .
computer. On this computer: June 2, 2026, 2:38 PM

M Encrypt local backup

When checked, account passwords, Health, and HomeKit data will be backed up.

Change Password...
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STEP 03 - 9J#|

03

C:#WUsersWUsernameWAppleWMobileSynci#Backup

" Aad — E7| v sse
HHOA Z [ X} ) EEE ==
=1Td = E ::7 —
s
Windows= MobileSync Of2{0]| i 0b7910984a34fealef62a35a0d33e3f5597691cb
Xt
MNE. 12pro_baseline_out
= Annle\MobileSync\Backup\<UDID> ] 79f0cb82e5740d009f605ee37680455c8effaff7
2} UDID ZC7t 5tLte] B0  Manifest.db 00008101-0006301CO1B8001E

el
00008110-000A74413AD9801E

ecedebbb4514ddb792714b0a86725b8f8ba%0eba

DECIPHER-iKakao — ALE & A 04 /1



STEP 04 - =2{27]|

Auto-extract fromiTunes backup YIES

iTunes Backup Folder ¥ [N d =2 =
UDID = MH,

DECIPHER-iKakao — ALE HEA

B prciPHER-iKakao
Auto-extract from iTunes backup

iTunes Backup Folder

Auto-extract from Manifest

Specify Analysis Files Directly

Message sqlite

Talk.sglite

(Auto-extracts Message.sqlite, Talk sqglite, OpenChatMessage.sqglite, and the chat directory

chat Directory (opticnal)

DownloadFiles Directory (optional)

chatVideo Directory (optional)

Message sqlite-wal (optional)

OpenChatMessage.sqlite (optional)

OpenChatMessage.sqlite-wal (optional)

keychain json (optional)

Start Decryption  Select Message.sqlite and Talk.sqlite, or auto-extract from an iTunes backup folder

Friends Chat Rooms

Search Search Participants

Browse
Browse
Browse
Browse
Browse
Browse

Browse

View Decryption Failures  View OpenChat

Message
@ Recover Deleted Messages  Search

Browse

Browse
Browse ‘
Remove |
Remove
Remove
Remove
Remove
Remove

Remove

a
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STEP 05 - £&

B DEciPHER-iKakao . O v
Auto-extract from iTunes backup
iTunes Backup Folder  C:/Users/best1/Apple/MobileSync/Backup,/79f0cb82e5740d009f605ee37680455¢c8effaf{7 7 Browse
Auto-extract from Manifest | Manifest. db auto-detected (Auto-extracts Message.sqite, Talk sqlte, OpenChatMessage.sqlite, and the chat directory
E * * H n I H =l Specify Analysis Files Directly
JqE:'FEisi =2 Mesigesae s
Talk sglite Browse

§ Enter Backup Password

o I E1 chat Directory (optional) Browse Remove
| — M 8

DownloadFiles Directory (optional) ] Browse Remove
hatVideo Directory (optional) “mera tesmae b dim— Browse Remove
HAUM 71712= DB F= ‘ — —
. % . |
1 H 9 - D B T—-=. Message sqite-wal (optional) This backup is encrypted. Enter the password: — S
' Atk
OpenChatMessage.sqlite (optional) Browse Remove
— F
OpenChatMessage.sqlite-wal (optional) Cancel oK Browse Remove
keychain json (optional) Browse Remove
Auto-extract from Manifest E‘ é! . ?.:I E_:ll :g'0| cc Start Decryption | Select Message.sqlite and Talk sqlite, or auto-extract from an iTunes backup folder View Decryption Failures View OpenChat
. i hat Rooms Message
§ HHOY H|2lH S o2 om Friends ¢ 9
- T1- | =202 JH5 7 * Search Search Participants (@ Recover Deleted Messages Search
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STEP 06 - 2|EXE

25 nE B2 AEER HA|

7|H|2! Message.sqlite

I

OpenChatMessage.sqlite =% - O}

INESRN =)

DECIPHER-iKakao — ALE HEA

Talk.sqlite

. Extraction Complete X

o === Encrypted Backup Extraction Report ===

Keychain
keychainjson extracted
OpenChat encryption key. extracted

SQLite Databases
Messagesq Extraction Complete (1.2 MB)
Talksglite ction Complete (0.4 MB;
OpenChatMessage sglite: Extraction Complete (1.1 MB)
WAL/SHM auxiliary files: 2/2 extracted

chat Media Files
Extracted files: 842

DownloadFiles (file message attachments!
Extracted files: 418

Manifest {backup metadata)
Manifest_decrypted.db: extracted (13.3 MB
File records: 10,328 / domains: 786

output patre Extracted File Location

CwUserswbest 14%ApplewMobileSyncwBackupw79f0cb82e5740d
009605e37680455cBeffaff7[Extracted]

projects
L cleas

IR R

Auto-extract from iTunes backup

iTunes Backup Folder  C:/Users/best/Apple/MabileSync/Backup/79f0cb82e5740d0091605ee37680455cBeffaffT Browse
Auto-extract from Manifest, Ex com at dire:
Specify Analysis Files Directly Auto filled
Message sqlite C:#UsersWbest 1 wApplewMobileSync#Backup# 79f0cb82e5740d0091605ee3 76804 55c8effaff 7 [Extracted]wMessage Browse
Talk sglite C#Userswbest1 wApplesMobileSync#Backupw79f0cb82e5740d0091605ee37680455c8effaff7 [Extracted]#Talk sqlite Browse
chat Directory (optional) C:#Usersibest 1 #ApplewMobileSync#Backup¥79f0cb82e5740d0091605e37 680455 c8effaff 7[Extr: Browse Remove
DownloadFiles Directory (optional) C:#Userswbest1 wApplewMobileSync#Backupw 79f0cbB82e5740d00916052e37 680455 ¢c8effaff7[Extr: Browse Remove
chatvideo Directory (optional) C:#UsersWbest1WApplewMobileSync#BackupW79f0cb82e5740d0091605ee37680455c8effaff7[Extr: Browse Remove
Message sqlite-wal (optional) Browse Remove
OpenChatMessage.sqlite (optional) C:WUsersWbest 1 WApplewMobileSync#Backup¥79f0cbB82e5740d00916052e37680455cBeffaff 7 [Extr: Browse Remove
OpenChatMessage sqlite-wal (optional) C-wUserswbest1 wApplewMobileSyncwBackupw79f0cb82e5740d00916056837680455cBeffaff7[Extr: Browse Remove
keychain json (optional) C#Userswbest1wApplewMobileSync#Backupw79f0cbB2e5740d0091605ee37680455cBeffaf 7[Extr: Browse Remove
| Start Decryption  Select M d T aute m an iTunes backup folder View Decryption Failures View OpenChat
Friends Chat Rooms Message
Search Search Participants (@ Recover Deleted Messages Search
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=*WNl Recover Deleted Messages B[RS

Start Decryption

B8 DECIPHER-iKakao - O
Auto-extract from iTunes backup
iTunes Backup Folder  C:/Users/best1/Apple/MobileSync/Backup/79f0cb82e5740d009f605ee37680455¢c8effaff7 Browse
{Auto-extract from Manifesti Extraction complete! Elapsed: 00:07 (Auto-extracts Message.sqiite, Talk sqlte, OpenChatMessage.sqiite, and the chat directory
Specify Analysis Files Directly
Message sqlite C-#Userswbest 1 %Apple#MobileSync#Backup#79f0cb82e5740d009605ee37680455c8effaff7[Extracted]#Message. Browse
Talk sqlite C:#Userswbest1 wAppleMobileSyncwBackupw79f0cb82e5740d009f605ee37680455c8effaff 7 [Extracted])wTalk sqlite Browse
chat Directory (optional) C:#Usersbest1#%ApplewMobileSyncwBackup#79f0cb82e5740d009f605ee37680455cBeffaff7[Extr: Browse Remove
DownloadFiles Directory (optional) C:#Userswbest 1 wApplewMobileSyncwBackupw79f0cb82e5740d0091605ee37680455c8effaff7[Extr: Browse Remove
chatVideo Directory (optional) C:#Userswbest1 wApplewMobileSyncwBackupw79f0cb82e5740d0091605ee3 7680455c8effaff 7 [Extr: Browse Remove
Message.sqlite-wal (optional) Browse Remove
OpenChatMessage.sqlite (optional) C:#Userswbest1wAppleMobileSyncwBackupw79f0cb82e5740d009f605ee3 7680455 c8effaff7[Extr: Browse Remove
OpenChatMessage sglite-wal (optional)  C:wUserswbest1wApplewMobileSyncwBackup#79f0cb82e5740d009f605ee37680455c8effaff7[Extr: Browse Remove
keychain_json (optional) C:#Userswbest 1 wApplewMobileSync#Backupw79f0cb82e5740d0091605ee37680455c8effaff 7[Extr: Browse Remove
Select Message sqlite and Talk sglite, or auto-extract from an iTunes backup folder View Decryption Failures View OpenChat
Friends Chat Rooms Message
Search _ Search Participants (@ Recover Deleted Messages Search
A A
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STEP 08 - €&

08

S HAIX] 27

EfQJARHDT . HELL obH| Cish S

Chat Rooms GESEE\galE:
Friends --
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=d Message /IR

B CECIPHER: ikakaa

Auto-extract from (Tunes backup

iTunes Backup Folder C/Users/best r’ADﬂ|f.‘.'\f|c‘D\|e‘__)_!’|:f'BaEh@_ﬂ_ﬂgm:MZEST@GM@F&PSE@!?ER@_ASS:&&? 7

Auto-extract from Manifest

Specify Analysis Files Directly
Message.sglite
Talk sglite
chat Directory (optional)
DownloadFiles Directory (optional)
chatvideo Directory (optional)
Message sqlite-wal (optional)
OpenChatMessage.sqlite (optional)
DpenChatMessage sqlite-wal (optional)

keyehain json (optional)

Start Decryption|  Decryption complete and saved: Message_decrypt

Search

oV LR

ction complete!  Elapsed: 00:07 (Auto-exiracts Messsge sqits, Tak sqite, OpenChatiessage sqite, and the chat direciory)

C#Userswoest] WApplewobileSyncwBackuph7910cbB2e5 740d0097605ee3 768045 ScBeffaffT [Extracted]WMessage salite

C#Usersioest HHADDIe#IobileSync#BackupHT 010cha2e5 74000060 See3 7680455 cBeffaffT [ExtractedIWTalk sqlite

C'#Users'#bestiWﬂpp\e'wMublleﬁyn:'J'Eackun'ﬂ?E“D-cbaZes?JL‘-:!UDE‘GDSEeSTﬁEDdS Scaeffaff7[Extracted]wchat

C:#Userswbest | WApplewMobileSyncwBackupw7970cb82e5740d009605ee3 768045 Scaetfaff7|Extracted wDownloadF iles

C:#Usersibest HApplewMobileSync#Backup®7of0cba2e5 74 ee37680455c8effa

chatvideo

C:Mserswmst!M}qp\ewwomlesgncwaa(kuq‘ﬂ??ﬂ:-:bazes?AGdDDB‘éOSeei7683155c&eﬁa*?[ixcracbed]%-penchawess{qe.sgllm

Cliserswbest1WApplewMobileSyncwBackupwT9f0cbB265 7400009605263 7680455 caeffs

C#Users¥ibest 1 WApplewMobileSync#Backup®7970cba2e5 740d0097605ee3 768045 5cBeffaf{7[Extracted]wheychain json

sqlite (3

2 updated) Elapsed: Of

View Decryption Failures | View OpenChat

Search

penCh age.sqlite-wal

Browse
Browse
Browse
Browse
Browse
Browse

Browse

Previous

Browse

Browse
Browse
Remove
Remove
Remove
Remove
Remove
Remove

Remaove

FhacVideo\ 470233566302

fnacvideo\ 470233566302

hatVideo\ 470233566302

chatVideo\ 470233566302

khatVideo\ 470233566302

kchatVideo\ 470233566302
c!ﬁa[v;d;;\i'!.oz:i;;éﬁjﬂi
cna;:\:;.ae;\e‘!-m .3;%63&2
cha;\;f;-jec\ 41-3235%550:
ém'w;.dec\ﬂoas.s.secao;
chatv;de;\é‘l;‘lzi;ﬁéﬁjﬂi
cna;:'.«'.;.a;;\ﬂ;m:s;sébaaé
:hau;rld;c\ﬂdzéa;eeaoz

kchatVideo\ 470233566302

fFhatVideo\470233566302820\_talkv_w2Q2VysOrq XBfk

Saved to:

watimi0euc UFSweWkd2JioiCUZARSTAO_talkv_high.mpd

wmeuc_UFSwcWkd?2J10iCUZANSTAO_talkv_high.mpd

Saved to:

_SbPamerkiYJTxx85GRESH] talkv_high.mpd

Saved to:

iMdS_ozBt1CMqUNRMrovSvPKwsK_talky_high.mpd

Saved to:

iMdS_ozBt1CMQONWMvovSvPRwsK talkv high.mpd

ec] Saved to:

Saved to:

dm7EESWlSAPREdlof3keR1_talkv_high.mpd

|Ful_01h1PSPNXUSLEAumLVPik talkv_high.mpd

Saved ©

\Ful_01h1PSENxUSLEAJuRLVEIk tallw_high.mpé

Saved to:

Saved to:

40émfdSxMYFTcS5vkSesDkK _talkv_high.mpd

SEapV_aNWEumQ1QqyjuR0iQDnSLK talkv high.mpd

Saved to:

EZkE_zOzhdgTdigr4qzGOCiqivi_talkv_high.mpd

Saved to:

Saved to:
I Saved to:
wSTI
Saved to:

2ZKE_zOrhdgCd3gt 4qzG0C1qZwl_talkv_high.mpd
BXDETONLDpWTQye4JCnO_talkv_high.mpd

BXDEt SWLDpR:Qyed JCho_talkv_high.mpd

#0rq_XBfbqvhoD3rWC3abygmVho_talkv high.mpd

Saved to:

qvhoD3rWCIsbygnVho_talkv_high.mpd

Search Participants @ Recover Deleted Messages
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o oymay
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]
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STEP 09 - 2LEXE

| Specify Analysis Fies Directly

¢ Openthat Message Viewer
| Message sqite € #User#est WApIWMobileSyncwaackupW 00960520 37630455 e taF T [Extracted]Whlessage salite
] Talk sglite CWUserDest | MADDIe#MobileSynCWECkupWTHIDG 0060500376045 5 cBatl cacted|WTalk sqlite DB fike: OpenChatiessage.sfite e e
h o | chat Dwsctony (optionsh : - . OpanChat Rooms Nassage

Auto-exaract from iTunes backup

Tunes Backup Folder  C/Users/best1/ Browse

to-maract from Mani

Search
DownicadFiles Directory (optional) SynCHBSCkupH T af; cted] WDOWnIoaGFlles

TDSIest 0C3: 4 photos

| OpenChathiessage sqite (optional) CiwUsersbest | MASpiewMotileSyncwSackup# T9f0c
| OpenChatiessage sqgite-wal (optional)  C WUsers#0esl 1 WADDIewMobIle5ynCwEackupw ™
leeychain json (optional C-WUserswhest 1 WADplewMobileSyncwiackupW oL
n . el | g Decryption complete and taved Message_decr gie (3212 updated) Elapsed 0000  View Decryption Failures
LEME(SQLCipher) & Z=%} - S I
i~ et i
VTRl I (e Bl == > OpenChat Message ST
Viewer. CtS AFEI B A|X| Q12F1 T A, : AT
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STEP 10 - O|C|0f

10

18 & 0|C|o= 0| S

o3t
P

RE CIASA AR TR 55,

DECIPHER-iKakao — ALE HEA

# DpenChat Message Viewer

DB file; OpenChatMessage sqlite  Load complete 1

OpenChat Rooms

)
oc test (1)

iostest oc3:
lostest oc3:
iostest oc3
iostest oc3:
iostest oc!
iostest oc3:

chatVideo

> - DownloadFiles >
] = W . " =)
=1 VAR 4 LI UL U R 561 OANATE | 1SS ) 4SS0

_talkf_wztgAotfYm_ebokapl904Yd9e1VcAwRq 1_{_1334878b2ach.deb

202606 04 B

B talkl_ wzQgAothYm_ebokapT904Yd9e1VeawRy1 [ 1324878b2aeh_thu.,
talkt w2CgbPlwr czOGdLaFLETYAVDY I Twek_f 738700 eblmt
8] _talkf wzQqbPlwr_c20GALgFbTYAVDVIThwck_f f73e9701ebf_thumb,j,

ol talkf wzQQUeVeAL Sfw ke krOtinkab X6IPk_{ B3151c /8h5ch.docx

€ _talkf_wrQQeFpXPI_7TjoX 3NoChdARFMymdxk_f_1 277dR6dRag8 hml

8] _talkf_wrQCekpXPL_7 [jUoX3NaChdABFMymdOsk_f 127 7d66d8208 th

S talkf wzQQCeWeAL 5Zw7bkckrCttinkabX6lPk 1 B3151¢7853ch thumb....

18483§742476321889\_talkv wzQVz3y32d eIVoovGGPABSimCUPTSKLO talky hi
Save path: DownloadFiles\ talkf diMcbgjwlPn_ OXIdXjSARLGWo7&uV.

Sawe

Save path: DownloadFiles\ talkf wzQZ237Kf9_lSBVDkxk.

_talkf wzQGeFpXF)_7T3U0K3

AABFMymdOxk_f

Save patn: DownloadFiles\_talkf wzQQASTLYm e6okypls04Yal
1277d6645e58 . html
€uhkomqgZBPql_f 4beTclSSEEL8.pdf

dfSeSdflf.txt

path: DownloadFiles\ talkf wzOWcgeCe3 aBwiklwNEe4GTLbjQillD0 f d9b8d£376358.pdf

cAWRgl_f_



